WISCONSIN STUDENT DATA PRIVACY AGREEMENT

School DiwrictLocal Education Agency:
Verona Area School District
AND
Provider:

Tools for Schools, Inc. (makers of Book Creator)

Dage:
10/15/2020

This sample agrecment & Sor Informanionsl perpanes only This agroement may nid I comsvruad
a lepol advice. School dintricts shosddd abeays consalt wivh the dirtrict ¥ owm lepal commsel Nefore
otering b0 o stwiend dhads privacy agreemest


Amy Arbogash
Verona Area School District
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[Insert Name] (hercinafier referred 10 as “LEA™) sad [Name of Company | (hereinsller referrod to
& "Provider™) on [lesen Date). The Partios agree to the tenns a3 sated hercin.

RECITALS

WHEREAS, the Provider has agrood 1o provide the Local Edscation Agency (“LEA™) with cersin
Sigital educational sorvices ("Services”™) punuant %0 a comtract dated [Irsert Date] (“Service
Agreoment™ ) and

WHEREAS, in onder & peovide the Sarvices descrided in the Service Agreement, e Provider
may receive of create, and the LEA may peovide documents or data that aee coverad by sevoral
federal stavutes, among them, the Family Educational Rights and Privacy Act (“FERPA™) & 20
US.C. 1232g and 34 CFR Part 99, Childeen's Onlise Privacy Protection Act (“COPPA™L 15USC.
6501-6506; Protection of Pepil Rights Amendment (“PPRA™) 20 US.C. 1232h: and

WHEREAS, the docements asd data transforred from LEAs sad created by the Provider's Services
are alio subject 10 Wisconsin state stadent peivacy laws, including pupd recoeds law under Wis.
Stat. § 115125 and notice requirements for the unauthorized scgeisition of persosal Information
ender Wis. Stat, § 14,95 and

WHEREAS, for the purposes of this DPA, Provider is a school districr official with legitimate
educaional interests in accessmg educational recoeds pursuant 5o the Service Agreement; and

WHEREAS, the Purtics wish to enter into this DPA 1o envere that the Service Agreement confoems

to Bhe requirements of the privacy laws referrad 10 above and 10 establish implementing procedures
and duties; and

WHEREAS, the Provider may, by sigaing the “Geseral Offcr of Privacy Terms™
agree 1o allow other LEAs In Wisconsia the opportnity 1o sccept and enjoy Bhe benefies of this
DPA foe the Services described herein, without the ncod 1o negotiae fenms in a separate DPA.

NOW THEREFORE, for good and valusble cossideration, the parties agree as follows:

ARTICLE I: PURPOSE AND SCOPE

L n_mmmor&nmawmuammmm
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including compliance with ol applicable statwses, Inclufing the FERPA, PPRA, COPPA, snd
applicable Wisconsin law, all as may be amended from time to time. In performing these services,
the Provider shall be considered a School Disarict Official with 3 logitimate oducathonal Imeres,
and performing services atherwise provided by the LEA. With respect 1 the use snd maintenance
dWMMWMhMﬁMWde&L&.



2 Nature of Scrvices Providel The Provider Bas agroed %o provide the following digial
MMMﬂmhtdnaiMhMMumhmwummw
Boreto:

Book Creator - eBook authoring and publication

T T
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provided in the Schedule of Dosa, antached hereso s Eahi
See Exhibit "B"

4 DEA Defimitions The efinition of torms used ks this DPA is found in Exhibit “C. 18 the event
of a conflict, definitsons wied in this DPA shall peevail over teres used in the Service Agreement,

ARTICLE IE: DATA OWNERSHIP AND AUTHORIZED ACCESS

L Stadent Data Poeperty of LEA All Stdent Data transsimed 10 the Provider pursuant 10 the
Service Agreement ks and will continue 10 be the property of and under the costeol of the LEA, The
Provider further acknowlodges and agrecs Bat ol copies of such Seedent Dats transmitied 10 the
Provider, including sy sodifications or additioas of any portion thereof from any SOUICC, AT
subject so the provisions of this Agreement in the same manaer &s the ceiginal Stodoat Data. The
Partics agree that as betwees them, il rights, inchuding all intellcctenl property rights i and 1o
WMWp«mWAmMM.‘memo{&
LEA. For the purposes of FERPA, the Provider shall be considered a School District Official. usder
the control and direction of the Lﬂs-hmmnaemorwnnmmmgk
above, Provider may Mthm-wm»ammmb&e
procedures sct forth below,

I Parcat Acceas. LEA shall establish reascmable procedures by which a parent, legal puardian, or
cligible student may review Seadent Data in the pupil's records, correct errosecus isfoemation, and
peocedures for the tramsfer of pupéd-generatod content 50 3 personal account, consissent with the
functicoality of services. Provider shall respond in a timely manmer (and 2o later thas 30 days from
.edlkoﬂbcm)w.cl.l’../\'tmfocSwdemhapqil‘sMWb)'N
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contacts the Provider 10 review aay of the Stadent Duta accessed punuant 10 the Services, Be
Provider shall refer e parcet or individual 10 the LEA, who will follow the necessary and proper

procedures regarding the requested information.

A Scuaraie Accouat. If pupil peseratod contont Is stored or maistained by the Provider as pan of
ummwmmmw«mwmmorummmml
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provided, however, sach transfor shall caly apply 50 pupil pencrated costeen that is severable from
e Service.



4 Thiod Facty Regquest Should a Thind Party, iscleding law enforcement and goversment
entities, contact Provider with a request for data hakd by the Provider pursasnt (o the Services, the
Provider shall redirect the Thisd Party 10 request the data directly from Be LEA. Provider shall
noaify the LEA as soon as possible is advance of a compelled disclosure 8o & Thisd Pasty,

S Subgpreccwsars Provider shall enter into writien agreements with all Subpeocessors performing
functions pursuant to the Service Agreement, wherchy the Subprocessors agroe 10 protect Studem
Data is manner consistent with the terms of this DPA, as well s state and foderald law,

ARTICLE 1 DUTIES OF LEA

L Eovacx Compllance. LEA shall provide data for the purposes of the Service Agreement in
complisace with FERPA, COPPA, PPRA, and applicable Wiscoasin law,

2 Annual Netifecation of Rights The LEA shall inchode a specification of criteria wader FERPA
for determining who constitses a school official md what constitetes a legitimate educational
inlerest in @ Asnual nosification of rights.

3 Boasonable Precauticns LEA shall take rcasomable precautions 10 secure usermamen,
passwords, and sy other means of gaming accoss to the services and bosted duna.

4 Unauthorized Access No@ificating 1EA shall sotify Provider prompely of asy knows or
suspocted unanthorized access. LEA will assist Provider in any efforts by Provider 10 Investigase
and rospond %o any weasthorized sccess,

ARTICLE IV: DUTIES OF PROVIDER

L Loivacy Compliance The Provider shall comply with all applicable state and federsl laws and
regulations pertaining o data privacy and security, isclading FERPA, COPPA, PPRA. and
applcable Wisconsin law.

3. Authorized Uss. The data shared punsuant 1o the Service Agreement, inchding persistent unigee
adentsficrs, shall be wsed for mo purpose other thas the Services waled in e Service Agroement
aodior otherwise authorized under the statuies referred W in subsection (1), above. Provider also
schnowlodges and agroes that it shall noe make any re-disclosere of amy Student Diata o any portion
thereof, inclading without kmitation, mcta data, user content or other non-public information snd or
perscnally identifisble information contained in the Seadent Data, withowt the express writtes
consent of e LEA.

3 Emploves Obligation. Provider shall roquire all employees and agents who have scoens &
Student Data %o comply with all applicable peovisions of this DPA with respect 10 the data shared
ender the Service Agroement

4. No Disclosure Provider shall mot copy, reprodece o transemit any data obtained under the
Service Agreement and'or any portion thereol, except as necessary o fulfill the Service Agreement.



S Disposition of Data Upon writien request and in accordance with the applicable terms in
subsection a or b, Bedow, Provider shall dispose or delete all Student Dot obtained under the Service
Apreement when it is no longer needed for the purpose for which It was obesined. Disposition shall
mclode (1) the shredding of any hard copies of any sedem dus; (2) crasing: or (3) otherwise
modifying the porsonal informaticn is these reconds to make it wnreadable or indecipherable by
human or digital mears. Nothing in the Service Agreement authorizes Provider (o maintain Studess
Daata obesined undor the Service Agreemsent beyond the lime period reasonably needed 10 complete
the disposition. Provider shall provide written sotification 1o LEA when the Student Data has been
disposad, The duty 1o dispose of Studest Diata shall not extend 10 data that has been de-identifiod
or placed In & scparste Stadent account, purssant 10 the other teems of the DPA. The LEA may
cmploy & “Request for Retum or Deletion of Stedent Data™ form, a copy of which is sttachod bereto
as Exhibit "1 Upon receipe of a request from the LEA, the Provider will immediately provide the
LEA with any specified portion of the Studeet Dita within sen (10) calendar days of seceipt of said
roguest.

& Partial Disposal During Term of Service Agreement. Throughost the Term of the
Service Agreement, LEA may roguest partial disposal of Stadent Data obesined under
the Service Agreoment that i no longer needed. Partial disposal of data shall be subject
10 LEA"S request 10 transfer daga 50 3 sepane account, perssast o Asticle 1L soction 3,
above.

b. Complete Disposal Upon Termination of Service Agrecment. Upos Tormination of
the Service Agreement Provider shall divpose or delete all Stedent Data obtsined soder
the Service Agreoment. Prioe 1o disposition of the dats, Provider shall notify LEA in
writiag of its option 10 transfer dala 1o & scparate account, pursuant o Article 11, section
3, above. In no event shall Provider dispose of data pursuam o this provision unless and
wntil Provider has received aflionative writtos confirmation from LEA than data will not
be tramsferred to 2 separale account.

6 Advcesisios Erahibition Provider Is prohidited from ssing or selling Studem Data 1o (a) market
or advertise 10 students or familicyguardians; (b) inform, mflucece, or ensble marketing,
advertsing. o other commercial efforts by a Provider; (¢) develop a peofile of a studess, family
momber‘guardian or growp, for any commersial purpose other than peoviding e Service %o LEA;
of (d) wse the Ssadent Data for the development of commercial products or services, other than as
necessary %o provide the Service o LEA, This section does not prohibit Provider from using Sosdent
Data foe adaptive kearning or customized studemt keaming purposes.

ARTICLE V: DATA PROVISIONS

L Daga Sccurfy. The Provider agrees 1o abide by and maintain adequate data security messures.
consistent with industry standards and technology best practices, 8o protect Student Data from
wnauthorized disclosere or acguisition by an unauthorized person. The gencead security duties of
Provider are set forth below, Provider may furdher denail ity secerity programs and measeres is
Exhibit "k~ hereso. These measures shall include, dut are not limited 10

& Passwords and Employee Access. Provider shall secure usernames, passwonds, and any
s
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the applicable standands, as set Sorth in Artichke 4.5 of NIST 800-63-3. Provider shall caly
provide sccess o Student Data 10 employees o contracsors that are performing e
Services. &Mmmmwswmumwmw
agreements reganding said Student Dasa. All employees with acoess 10 Student Recoeds
shall be subject o criminal Background chocks in compliance with state and local
ordinances.

b Destruction of Data. Provider shall destroy o delese a1l Student Data obsained under
the Service Agreoment when it & no longer soeded for the purpose for which it was
ouinaamru.am»wa«m'smm»mm
ideatified in Artiche IV, section 5, sbove. Nothing in the Service Agreement asthorizes
m»umnmwmwmmmmw needed 1o complene
e disposition.

¢ MMMMWWbMuM'MMMHm
standards s the transfer or transmission of any data, schading ensering that dats ssay
onlly be viewed or accessed by partics logally allowed 10 do 50, Provider thall maiatals
JMM«MWDNWA;MH-*MM
environmont and not copy, repeaduce, or transmit data obtsined purssant 1o the Service
Agreement, except as secessary 10 ful il the puspone of data requests by LEA.

& Employee Training. The Provider shall provide periodic security traiming 1o those of its
cmployecs who operate or have accews 10 the system. Furier, Provider shall provide
LEA with comact information of an employee who LEA may contact if dere are any
security Comoems oF questhons.

& Security Technology. When (he service is accessed usiag & supportad web browser.
Provider shall employ industry standard messures 10 peosoct data from usssthorized
access, The service security measwres shall inclode server authemtication and data
encryplion. Provider shall host data persesst 10 the Service Agreement is an environmens
wiing a frewall that is updated according %o industry standards.

€ Security Coerdinator. Il differont from the designated sepresentative identified
Artcle VI, sexction 5, Provider shall peovide the namo and comtact information of
Provider's Secerity Cocedinator for the Student Data received pansuant 1o the Service
Agreement.

.wu.m&«ummmwm
Subprocessors agree 10 secure and protoct Student Data in & manser consissent with the
terms of this Anticlke V. Provider shall periodically conduct or review complisnce
monitoring and assessments of Subprocessors 1 determine their compliance with this
Anikle

smmm.mmm«mmwmmw
dmdalwmkuoham-mi-mmmtmmdmny
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identified security and privacy vulserabilities in 2 timely manner.

2 Data Hegagh In the event thar Studest Data is accessed or obsined by s snauthorized
individual, Provider shall peovide motification 10 LEA within 2 ressonable amoust of tme of the
incident, and not exceeding forty-cight (48) hours. Provider shalll follow the folkowing process:

& The security breach notification shall be writton in plain language, shall be tighed “Notice
of Data Beeach.” and shall presest the information described herein snder the following
headings: "What Happenad,™ “What lnformation Was Involved,”™ “What Wo Are Dodag.™
“What You Can Do," and “F'or Moee Information.” Additional Informasion may be
provided as a sepplement %o the notice.

b The secerity breach netification described above in section 2a) shall inclede, ot o
minimum, the following infocmaticn:

L The mame and contact information of the reporting LEA subject 10 this section

i A dist of the types of personal information that were o are reasonably believed o
have been the subject of a breach.

WL If the informatson is possible to determine at the time the notice is provided, then
cither (1) %o date of the breach, (2) the cutimatod date of the breach, o¢ (3) the date
range within which the breach ocourred. The sotification shall also include the
date of the sotice,

. Whether the notification was delayed because of 2 law caforcoment investigaion.
il that information is possible 1o determing at the time the notice is peovided,

Y. A pencral description of e breach Incident, if that information is possible 10
determine at the time the netice is pronvided.

€ At LEA"s discretion, the secerity breach notification may also include amy of the
following:

L Infoemation about what the ageecy bas done 80 prosest individusls whose
information has boen breached.

K Advice on steps that the porson whose isformation has been beeachod may take %o
peotect himself or herself.

d Prenvider agrees 10 adhere 10 all requisements s applicable state and federal law with
mmumm»ummumummaw
Be required responsidilities and procedures foe sotification and mitigation of sy such data
breach.

¢ Provider further acknowledges and agroes 10 have & writtes iscidest roponse plan that
reflocts bewt practices and Is consistent with isdusiry standards and foderal sad staie law for
respondiag 4o a data breach, breach of security, privacy incident or unasshorized ncquisition
o e of Student Data or any portion therood, ischading personally identifiable infoemation
and agrees 1o provide LEA, upon roquest, with a copy of said writien incident response plan.



€ Provider is prohibited from dircctly comtacting parent, legal guandian or cliphle pupdl
unless exprenly roquested by LEA. If LEA requests Provider's assistance peoviding notice
of unauthorized access, and such assistance is not unduly busdensome 1o Provider, Provider
shall notify the affocted parcat, legal guandias or cligiblo pupil of the uassthorized sccess,
which shalll include the iaformation listed in ssbsections (b) and (c), above, If requested by
LEA, Provider shall reimburse LEA foe costs iscerrod 10 notify parents Yamilies of a breach
Nt originating from LEA's use of the Service.

& In the event of a breach originating from LEA's use of the Service, Pronider shall
cooperate with LEA 10 the extent necessary 1o expeditionsdy secure Stodent Data,

ARTICLE V1. GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the astached Form of General Offer of Privacy Terms (General Offier,
acsached heveto as Exhibig “ET), be bound by the terms of this DPA to asy other LEA who signs the
acceptance on in said Exhibit. The Form bs limitad by the lerms and conditions described thercia

ARTICLE VIE MISCELLANEOUS

1 mmmmummnwomuumanmmm«»
koag as e Provider maintains any Studert Dats.

2. Ieumination h&auﬂucﬁh«m;«h»mﬁazﬁ[ﬂ&.ﬂwm‘&m»
mutual writlen consent 50 Joag as the Servico Agreement has lagscd or has boen Serminated. LEA
shall have the right 10 serminate the DPA sad Service Agroement in the evest of a material breach
of the terms of this DPA,

A Efkect of Termination Survival If the Service Agreement s toeminated, e Provider shall
destroy all of LEA™s &xta perssant 10 Article V, section 1(b), and Article I1, section 3, above.

4 WmmAbllm‘mkmdeuhmbm
with privacy protections, incloding those fousd in FERPA and all applicable peivacy statuses
Mentified in Bis DPA. In the cvent there Is conflict detween the DPA and the Service

the DPA shall apply and take precedence. Except as described in this paragraph herein, all other
provisioms of the Service Agreement shall remais in effect.

& Notige All notioes or other communication required or permitied 10 B¢ given hercunder must be
hmﬁd‘ubypmw‘dhﬂy.urﬁlmmwhwwimw
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ropeeseniatnes befoee.

A Designated Reprosentatives
The designated representative for the LEA for this Agroement is:
Name: Ava@oanh



Amy Arbogash
Amy Arbogash


1uie: Director of Technology and Personalized Learning

Contact lnformation:
‘arbogasa@verona.k12.wi.us

The designated representative for the Provider for this Agreement is:

Name David Swift
1t'¢: Head of Sales

Contact Information:
david@bookcreatror.com

b Netification of Acceptance of Gemeral Offer of Privacy Terms. Upon execstion of
Eahibit “E”, Genorall Offer of Privacy Terms, Subscribing LEA shall provide notice of
such acceptance in writing mad given by personal delivery, or e-mail transmission (if
contact information is provided for the specific made of delivery), or fiest-class mail,
postage prepaid, o the designated reprosoatative below.

The designased represestative for notice of scceptance of the General Offer of Privacy Terms is:
Name David Swift

Tule: Head of Sales
Contact laformation:

david@bookcreatror.com

tWMW&mﬂM&mwd&mmﬁubw
subject mater heroof and supersedes all peice communications, represemations, of agrocments, oeal
or writien, by the partics relating thereto. This DPA may be amended and the observance of ey
peovision of this DPA may be waived (cither gemenally or in sy pasticular instance and cither
retroactively or prospectively) oaly with the signed written consent of both parties. Neither failure
sor delay on the part of any party in exercising any right, power, or priviloge hereender shall operase
as a walver of such right, nor shall any single or partial exercise of any such right, power, o
privilege prociude any further excrcise thereof of the exercise of any other right, power, of privilege,

7. Severability. Any provision of this DPA that Is prohibised or snenforccable in any jurisdiction
MLubMMMkWanMo(ﬂMwW&y
without mvalidating e remaining provisicns of this DPA. and sy such prodidition or
uncafoeccability in any jurisdiction shall mot invalidate or ronder ancnforceable such peovision is
any other yurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly


Amy Arbogash
Director of Technology and Personalized Learning

Amy Arbogash
arbogasa@verona.k12.wi.us


draam 30 a3 not 50 be peobiblited or unenforcesble in wach jurisdiction while, & the same time,
maintaining the iment of the partacs, it shall, a5 10 vech jurisdiction, be o namowly drawn withow
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of such
peovinion i any other jurisdiction.

§ Goemine Law: Vesss and Judsdiction THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF WISCONSIN,
WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
FEDERAL COURTS FOR THE COUNTY IN WHICH THEIS AGREEMENT IS FORMED FOR
ANY DISPUTE ARISING OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR
THE TRANSACTIONS CONTEMPLATED HERERY.

’.MMMMhBWanhmdMW
incluSing confidentiality sad destroction of Stadent Data and any porticn thereof contained Serein,
all related ce associstad institutions, ndividuals, employees o contractons who may have access 1o
e Stadent Data and/or any portion Shereol, or may own, kease or comrol equipment or facilities of
WW-MWMMMMhmeQMMaMhmny.
Provider agroes that any purchaser of e Provider shall also be bound 5o the Agroement,

10 abyer No delay or ominsion of 8¢ LEA %0 exercise amy right bercunder shall be comstrued as
o-ﬁwdmuh@nﬂ&&lmdx@nnmmm'mwrnuu’-nb
time, as often 2 may be doomed oxpedient.

1 Successors Bound Thes DIPA is and shall be binding upon the respective seccessoes in imlorest

%0 Provider in the event of a merger, acquisition, consolidation or other business reorganization or
salo of all or substantially all of the assets of such busiaess.

[Sgmavare Page Follows)



IN WITNESS WHEREOF, the parties Bave cxocuted this Wisconsi Student Data Privacy
Agreement as of the last day nosed below
Provider

BY:__~ WLW Date: 10/15/2020

Primted Nagne;_ THOMLEGGETT ‘Fiale Position: VP Engineering

Local Edecation Agency:
BY: /w/ A‘W“ _Dwe10-19-2020
Primed ‘“mAmy Arbogash' nle Position:_Director of Technology

and Personalized Learning

Note: Electrowic signature nog peravined.


Amy Arbogash
10-19-2020

Amy Arbogash
Amy Arbogash

Amy Arbogash
Director of Technology
and Personalized Learning


EXHIBIL “A"
DESCRIPTION OF SERVICES

{INSERT D.fU\ﬂ.Fl) DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE
THAN ONE PRODUCT OR SERVICE 1S INCLUDED, LIST EACH FRODUCT HERE)

Book Creator is online software for the authoring and publication of eBooks.



SCHEDULE OF DATA
Category of i
of used Category of i used
Data Elements by your Dete Elemeats by your
1P Addecsses of | Gender
wsers, Use of X | Efaicy or race
cookies ele. Language
‘.‘wu'“ Other ) Informatson
Meta Das | WPlicaion (native,
technology mscta peeterred o
data-Pleane primary
specify: binguage spoken
Mot dona &
oa Other
mu. wer interaction | X demagraphic
with application nformation-
Floase specify:
Sundardired Saudent school
o8t soores onrodiment
Obscrvation Stwdent grade
Assessmont | data leved
Ocher Homercom
sscwvment daa- Guidance
Plemse specify: comnscior
. Ercollmese | SPecific
Student school curmculem
(daily) _programs
Attendance | atiendance data Year of
Sewdent class | graduation
atlendance dala Oder
onrofiment
Oeline information-
Comaenications Please specify:
Cu-n'akuha that are captured | x
(emaily, blog Parent'Guardian | Addross
entries ) Contact Emad
laformation | Phone
Condxt or
Conduct | o otavion! de Parces 1D
Fr Pareat Guardian | sumber (created
. D o link parents
Demographis | asce of Rirts > students)
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4 Check Check
Category used Category of M used
Data Elessents your Dats Elements by yoor
L. N system
Vendot/App
Parcot'Geaedian | First and'or awigned sudent X
Name Last 1D sumber
Student app x
scheduled
Studest app
Schedule COUres passwonds X
Teacher sames
Fust and ce
Englih Swdent Name Lt X
langusge lcamer
information Programapplica
Low income ton
st perfonnance
Medical akerss (typing
Mhealth data Stodens In Agp | program-swadent
Student Performance types 60 wpes,
disability . reading
Special information program-studem
Indicat Specalized reads below
education Fade leved)
services (IEP o
) Academic or
Living exvracurnicelar
w0 m activitios a
(homcless fosser Membershi student may
care) belong to or
Oter indicator participate in
information-
Please specify: Student
Studont Survey | responses .o
Respoases surveys or
geewsoaniines
Student Contact oot Stodeat
Infceration o gencrated x
Soadent work, cic.
Lecal (School
Student district) D z::.""" audio,
Identifieny e w video
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Flements

I used
by your

Transcripe

Student coune

Studeast course
Jata

Studoat course
gradevperforma

Other trasacnipt
dama -Please
specfy:

Student dus

| ssigrement
Student pick wp

and'or drop off
location

Studest bus cand
1D nusber

Other

transporiation
data -Plcaswe

specify:

Plcase list each
additional daty
clemont used,
stored o
collected by

your spplication

No Studest Duta Collectod ot this time b
*Provider sall mmodianely ootify LEA if this
designation is no keager applicable,

OTHER: Use this box, if moee space neoded

15




EXMIBIT =C
DEFINITIONS

De-ldentifiabie Information (D) De-Mdemification refers 1o the peocess by which the Provider
remones or obscures any Personally Mestifisble Information (“PIT™) from student recoeds in a way
that removes or ssimimizes e risk of disclosere of the Identity of the individual and information
abost them.

Fducathenal Records: Fducational Recoeds are official recoeds, files and data directly related
10 2 wwdent and maintained by the schood of local education agency, including bet not lisited 8o,
reconds encompassing all the matorial kept in the studeat’s comulative folder, such as peacral
Wertifying data, records of amendance and of academic work completed, reconds of achicvestent,
and results of evalustive tests, health data, disciplinary status, test peotocols and individualized
education programs. For purposes of this DPA, Educational Recoeds ace referred 1 as Stedent
Data.

NIST: Draft Naticaad kastitate of Standands and Technology (“NIST™) Special Publication Digital
Asthentication Guadeline.

Operator: The term “Operator™ means the operator of an Internet Website, online service, oaline
spplication, or mobille spplication with acteal knowledge that the she, service, oe applicaticn is
used primaeily for K-12 school purposes mad was designed and marketed for K12 school
perposes. For the purpose of the Service Agrooment, the torm “Operator” is replaced by the term
“Provider.” This lerm shall encompass the terms “Thind Party,” a # is fownd in applicable stare
statutes.

Fersemally Identifiable Information (PIT): The terms “Personally Idestifishie Information™ or
“PIIT shall include, but ary mot limited %0, studeat data, metadata, and user or pupll-gencratod
comteat cbtained by resson of the e of Provider's software. website, service, or app, nchuding
mobile apps, whethor gathered by Provider or peonvided by LEA or its users, stedents, or students’
porcnts/guandians. PI1 includes Indirect Identifiers, which s sy informaticn that, cither alone o
In agprogate, would allow a reascaable perscn % be able 10 identify a studoat to a reascnahle
certaincy. For purposes of this DPA, Personally Idemifiable Informatioa shall imchude the
categories of information hsted ln the definition of Student Data,

Provider: For purposes of the Service Agreement, the term “Provider™ meass provider of diginal
Mwﬁmammmmdwmuuwm.
management, and retrieval of pepil recoeds. Within the DPA the term “Provider™ inclades the term
“Thind Party”™ aad the term “Operator” as used in applicable st statutes,

Pagil Generated Content: The term “pupil-gencrated conteat”™ means materials or content created
by a pupil dering and for the purpose of educatica inchading, but not Nmited to, exsays, research
reports, poetiolicn, ceeative writing, musis or other andio files, photographa, videos, and account
formation that enables ongoing cwnersdip of pepil content.

Pupll Records: Means all of the followisg: (1) Any information that directlly seltes %o 2 pupil that



is maintained by LEAX2) any information acquired directly from the pepil Secugh the use of
instructional software or applications assigaed 1o the pupil by a teacher or other LEA -
and any information that mects the Sefinition of a “pupil record™ usder Wis. Stat. § 11512501 Xd).
For the purposes of this Agreement, Pepll Reconds shall be the same as Educational Records,
Studont Personal Information and Coverad Information, all of which are decened Student Data for

the purposes of this Agrooment.

Service Agreement: Refors 80 the Conract o Purchase Onder 1o which this DPA sepplements and
modifies.

Schood District Official: For the purposes of this Agroement and purssant to 34 CFR 9931 (B)
wad Wis. Saat. § 115.1252%d), 2 School District Odficlal is & comeacice that: (1) Performs an
institutional service or function for which the agency o institution would ctherwise wse employees:
(2} Is wnder the direct control of the agency or institution with sespect 1o the wse and malmenance
of education records: and (3) s subject to 34 CFR 99.33a) and Wis. Stat. § 118.125(2) goveming
the use and re-dischosure of personally identifiable infoemation from student reconds.

Student Data: Stodent Data iaclodes any data, whethor gathered by Provider or peovided by |EA
uhsmm«uum‘mwubdwinhvofumm
bt 2ot limised 1o, information in Be studoat’s oducational recond or email, first and last name.
home address, tekephone number, email address, or other information allowing caline costact,
daciplime roconds, videos, test results, special cducation data, juvessls dependency reconds, grades,
evaluations, criminal recoeds, medical recoeds, health reconds, social security numbers, MNometric
afemation, disabilities, sockoecosomic information, food purchases, polinical affiliations,
religioss mformation sext messages, documents, stadent adentifics, search activity, photos., voice
recordings or geolocation infoemation. Studeat Data shall constitute Pupdl Records for the purposes
dMAmeahmd"umuMhsdnmm
Duta as specified in Exhibit “BT is confliemed 10 be collected or processed by the Provider pursuant
10 the Services. Student Data shall sot comstivate that informazion that has been anonymized of de-
identified, or amonymous usage dats reganding a student’s use of Providers services.

SDI'C (The Student Data Privacy Consortimm): Refers 1o the sational collasborutive of schools.

marketplace providers addresaing ecal-workl, adapable. and implementable solitions to growing
data privacy concerns.

Student Personal Information: “Stedent Persoral Information” means mformation colleciod
Srough a school service that penosally identifies an Indhvidual studest oe ofher information
colleciod and mantained about an edividsal student Bt is linked 1o information that sdestifies
an individual student, as Meatified by Washington Compact Provision 28A.604.010. For purposes
of this DPA, Sssdent Porsonal Information i referred 1o as Student Data.

Sebucribing LEA: An LEA that was not party 10 the original Services A groement and who sccepts
the Provider's General Offer of Privacy Terms,

Subprocessor: For the purposes of this Agreement, the 1enm “Sudbprocessor” (sometimes refermed
10 2 the “Subcontractor™) means a party odber than LEA or Provider, who Provider wies for data

"



collection, analytics, sorage, or other service 10 operate andior impeove s software, snd who hay
access to Pl

Targeted Advertising: Targeted adventising means prosenting an advertisement 10 & wedent
whare the selection of the advertisement is hased on student information, studeat reconds o student
gencraled content or mfermed over time from the usage of the Provider's website, caline service or
mobile application by such student or the resention of such studcat's onlime activities or requests
over ime.

Third Party: The term “Thind Parry™ means a provider of digital educational software o services,
hbﬁ;chﬂhﬁmm‘wuﬁwwwdmi\ﬂdmﬂm
However, for the purpose of this Agreement, the tenm “Thind Party”™ when used 10 isdicass the
provader of digital educational witware or senvices Is replaced by the torm “Provider.”



EXHIMT "D~
DIRECTIVE FOR DISPOSITION OF DATA

[Name or District or LEA] directs [Name of Provider] 1o dispose of dsts obtained by Provider
pursuant so the terms of the Service Agreement between LEA and Provider. The terms of the
Disposition are st forth below:

m b artial. The categories of data o be disposed of

pre as follows:
Disposinion shall be:

Complete. Dispositioa extends 1o all categories of|

—Destruction or deletion of data

t—Transfer of datz. The data shall be tramsferred as
fordh in an attachmaont 1o Bis Disective. Following
firmation froms LEA that data was successflly
Provider shall destroy or delete all

e data
Timsins of Dispoition . A3 5008 = commercially practicable
shall be disposed of by the ‘ Hy (lesert Dase)
Howing duse:
| Insert or atmach special instructions|
Authorized Reprosestative of LEA Dae
Verification of Dposition of Data Dase

by Auorized Reprosentative of Provider

9



EXHUBIT “ED

GENERAL OFFER OF PRIVACY TERMS
[INSERT ORIGINATION LEA NAME)

1. Offer of Torms
MohhmM'MMhMWAMHMIMdLEM
and which is dated 10 any other LEA (“Subicribing LEA") who accepes this General Offer
hough mwum.namo««mw«ynwxymmm
mm'sﬁmdullmmuwmwwm“x“nwiu.m.a
schodule of services, or 10 any other provision not addressed is this DPA. The Provider snd the
other LEA may also agree to change the dats provided by LEA 10 the Provider in Exhites "B~ o
suit the unigue needs of the LEA. The Provider ssay withdraw the General Offer in the event of
(1) a mancrial change in the applicable privacy statutes: (2) a material change is the services and
prodacts subgect listed in the Originating Service Agreement; or throe (5) years after the dute of
Provider™s signature to this Yorm.

Prow ser:
w7 L esgdt Dwte 10/15/2020
N/’
Primed Nesse THOM LEGGETT I e Posiion VP Engineering
2. Sulseribing LEA

Awwxww.m&nhAm-mw.w»mw
below, accepts the General Offfer of Privacy Terms. The Subscribing LEA and the Provider shall
therefore be bound by the same torms of Bis DPA, ‘

Subscrbing LEA;
ny: Date:
Printed Name: Tike Position:

¥



EANTITITE e
DATA SECURITY REQUIREMENTS
(INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE)



